Although consumer profiling advocates tout benefits from personalization, consumer advocacy groups oppose profiling in online markets because of concerns about privacy and price discrimination. Policies such as "opt-out" or "opt-in" that provide consumers the option to voluntarily participate in profiling are the favored compromise. We compare voluntary profiling to no profiling and show that voluntary profiling leads to some counter-intuitive results. Consumers that do not participate in profiling and some that participate are worse off under voluntary profiling. Neither social welfare nor aggregate consumer surplus is necessarily higher under voluntary profiling; even when voluntary profiling leads to an increase in social welfare, it may come at the expense of consumer surplus. If the seller cannot price discriminate, then aggregate consumer surplus under voluntary profiling is higher and a reduction in privacy cost has a positive impact on all consumers as well as the seller. When price discrimination is possible, however, reducing privacy cost alone may reduce aggregate consumer surplus. The primary reason for these counter-intuitive results is that voluntary profiling allows the seller to identify high valuation consumers that have no incentive to participate and set a higher price for them (compared to no profiling) while simultaneously benefitting from the profile information of low valuation consumers that participate. However, a positive privacy cost mitigates the participation incentives of even low valuation consumers and hence sellers' ability to engage in price discrimination.
Introduction
Consumer profiling is ubiquitous in online markets because firms can address individual consumers and access consumers' purchase history, browsing behavior as well as demographic and psychographic information that consumers may provide when they register at online sites. Such consumer profile information allows firms to offer personalized web services, which have the potential to reduce consumers' search effort prior to purchase, as well as personalized pricing which may convert some consumers into buyers.
Surveys generally show that most consumers are uneasy about consumer profiling. Many studies attribute the negative consumer attitude towards profiling to privacy and price discrimination concerns (Hoffman et al. 1999; Volokh 2000; Earp and Baumer 2003; Acquisti and Grossklags 2005) . Privacy concern relates to consumers' loss of control over their information -the individual's ability to choose the extent to which her personal information is used, protected, and shared with others Shivendu 2007, 2008) . Even with privacy policies that govern the use and sharing of the information by firms, privacy concerns persist. Consumers' awareness about and resentment towards price discrimination has also grown steadily (Turow et al. 2005; Edwards 2006 ). The most publicized negative reaction to price discrimination was when Amazon.com experimented with differential pricing for DVDs. Though it announced the termination of this practice (Streitfeld 2000; Edwards 2006 ), blog sites continue to cite cases where Amazon.com charges differential prices for those that register in profiling-like programs and those that do not. 1 Academic literature (Odlyzko 2003; Viswanathan et al. 2007; Schön 2010; Li and Dinlersoz 2012) , news articles (Valentino-Devries et al. 2012 ) and online discussion forums provide anecdotal evidence about price discrimination practices in e-commerce. Empirical studies also suggest that online firms indeed practice price discrimination, often subtly (Clemons et al. 2002; Baye and Morgan 2002; Odlyzko 2003; Ellison and Ellison 2004; Viswanathan et al. 2007) .
Although industry groups support the use of consumer profiling, consumer advocates oppose them on privacy and price discrimination grounds (Chester 2009) . As a compromise between a ban and an unfettered use of profiling, policy makers in the U.S. have proposed a permission-based approach for the collection and use of online consumer information. This policy, known as Voluntary Profiling, allows firms to collect and use consumer information if consumers voluntarily participate in profiling (FTC 2000) . 2 One might expect that no consumer will be worse off under voluntary profiling compared to no profiling because only those consumers who expect to benefit from profiling will participate in it. One might also expect that voluntary profiling will increase the aggregate consumer surplus and social welfare because voluntary profiling reduces search cost, and may increase market size -the number of consumers that purchase.
We show that this intuition is not accurate. Voluntary profiling can have adverse implications for consumers and society unless privacy, and more importantly, price discrimination are addressed. The reason is that voluntary profiling allows the firm to exploit the heterogeneity in consumers' inherent incentives to participate in profiling. Our context is the following. An online monopolist -the seller -sells a large number of products from a product category to consumers each of whom has an ideal product. Further, consumers have different valuations for their ideal products. In this setup, consumers that have a low valuation -especially, those that are not served when there is no profiling and have a low privacy cost -have an incentive to participate in profiling and benefit from reduced search cost and possibly reduced price. Consumers that have a high valuation, however, do not have similar incentives to participate in profiling despite the reduced search cost because the seller may charge a higher price to them. The direct effect of low-valuation consumers' participation in profiling is that profile information reduces the seller's uncertainty about the valuation of these consumers. The indirect effect is that the seller infers that consumers that do not participate in profiling have a higher valuation than those that do. Hence, compared to no profiling, the seller charges a higher price to non-participants under voluntary profiling. Due to this indirect effect, some consumers that participate are worse off under voluntary profiling than no profiling. Similarly, every non-participating consumer under voluntary profiling is worse off compared to no profiling. Furthermore, the seller extracts the search cost saving enjoyed by participating consumers, and therefore, voluntary profiling may result in a net transfer of wealth from consumers to the seller.
We also examine the roles played by the two components of the profiling debate -price discrimination and privacy cost -in the adverse impact of voluntary profiling on consumers.
We show that if price discrimination is not possible, then aggregate consumer surplus under voluntary profiling compared to no profiling is higher and a reduction in privacy cost has a positive impact on all consumers as well as the seller. However, when price discrimination is possible, reducing privacy cost may reduce consumer surplus. Interestingly, a positive privacy cost for at least some consumers moderates the ability of the seller to engage in price discrimination. These results highlight the economic tensions related to price discrimination and privacy cost that should be evaluated by policy makers before implementing voluntary profiling policy in online markets.
Relationship to Existing Literature
There is a growing literature that addresses electronic privacy, namely the ability of firms to track and collect information about individual consumers. Bulk of this literature examines the price discrimination component of customer addressability (Chen 1997; Fudenberg and Tirole 1998; Villas-Boas 1999; Chen and Iyer 2002; Villas-Boas 2004; Taylor 2004; Zhang and Krishnamurthi 2004; Iyer et al. 2005; Fudenberg and Villas-Boas 2007; Cachon et al. 2008; Aloysius et al. 2012) . This stream of literature shows that with passive consumers, consumer addressability and personalized pricing benefits a monopoly, but competing firms may not choose full addressability because it may intensify competition. However, research on dynamic targeted pricing in online markets using multi-period models (Taylor 2004; Acquisti and Varian 2005; Calzolari and Pavan 2006; Chen and Zhang 2009) shows how strategic consumers' actions in the first period anticipating price in the second period can hurt the firm. Shivendu (2007, 2008) analyze the welfare implications of regulatory regimes that control if a vendor can "buy" consumer information and can force consumers to accept collection of information. Challappa and Shivendu (2010) examine vendor strategies regarding the extent of personalization and provision of coupons when faced with consumers with heterogeneous privacy concerns. Although related, their models do not incorporate key features of ours, namely price discrimination and the externality that participation of one group of consumers may have on those that do not participate.
Closest to our paper is recent research that examined contexts in which consumers decide the information they want to reveal (Aron et al. 2006; Hann et al. 2008; Wagman et al. 2010 ). In Aron et al., a customer receives customized products in return for personalized information, and is faced with the trade-off between better product-fit and price discrimination. However, they do not consider a consumer's trade-off between better product-fit and privacy. In our model, a consumer participates in profiling only if the reduction in search cost and possible price discounts exceeds the privacy cost and potential price increases of participating. Moreover, in their model, information provided by a consumer is used to infer only her valuation. In contrast, in our model, the seller uses information provided by participating consumers to estimate the valuation of these consumers as well as to update the distribution of non-participating consumers valuation.
Hann et al. introduce marketing avoidance -consumer strategies such as concealment (by opting out of telemarketing lists) and deflection (using filters at the consumer end) to avoid being targeted by sellers -and analyze welfare implications of these strategies. They assume that every marketing solicitation imposes privacy harm to consumers. In addition, sellers cannot address individual consumers and hence their solicitations are randomly distributed, and that price discrimination is not allowed.
Wagman et al. extend the dynamic pricing literature by considering welfare implications
of an opt-out model in a repeat purchase context. In their two-period model, consumers that buy in the first period can choose to delete purchase history at a cost at the end of the first period. The seller decides the pricing strategies by anticipating consumer action. Wagman et al. do not consider privacy cost. The seller cannot address individual consumers, offer personalized services, nor engage in price discrimination at the individual level. In their model a consumer becomes addressable to the seller at the end of the first period and hence consumers can wait in the first period, whereas we consider a single period game in which consumers' opt-in decision is made before any purchase.
We extend the existing literature by modeling a richer context in which each consumer voluntarily allows herself to be identified by the seller by considering the tradeoff between her individual benefit (reduction in search cost and possible price discounts) and cost (privacy cost and possible price increase) from participating in profiling. Further, we model both price discrimination and privacy, two distinct dimensions of the profiling debate. Consequently, we derive new results regarding the impact of voluntary profiling on individual consumers, impact of privacy cost and (separately) price discrimination, and the roles of privacy and price discrimination in how voluntary profiling affects consumer and social welfare.
Model Description
An online monopolist -the seller -sells a large number of products from a product category.
A consumer visiting the seller's site searches and finds her "ideal" product -the one that is closest to her preference -at the end of search. If the seller does not profile a consumer (or the consumer does not participate in profiling), the consumer searches without any support from the seller. If the consumer participates in profiling, the seller supports search using profile information. We do not assume any specific form of support but we assume that if the seller provides support then the search cost of a consumer to find her ideal product is reduced by the amount of support that the seller provides.
Consumers
We denote consumers by their valuation from consuming their ideal product:
where probability distribution f (v) is positive over its support. We take v as uniformly distributed as valuation can be scaled as needed. Without providing profile information to the seller, a consumer incurs a fixed search cost c ∈ R + to find her ideal product.
We use α to denote the reduction in search cost a consumer receives from participating, and reflect the amount of search support that seller provides. Thus, we refer to α as the search support from the seller. A consumer participating in profiling reduces the search cost by proportion α ∈ [0, 1] such that the effective search cost is [1 − α] c. In our setting the consumer always finds her ideal product at the end of the search. 3 Further, the consumer preference is diffuse so that ex ante each product offered by the seller is equally likely to be preferred and ex ante demand is the same for each product so that the seller offers all products at the same price. Therefore, the purpose of search is only to identify the ideal product.
Consumers that participate in profiling incur privacy costs. This privacy cost includes any cost resulting from unwanted marketing solicitations (Hann et al. 2008) , information sharing, privacy leakage, and security breaches (Milne and Rohm 2000) . However, it does not include potential loss (or gain) in surplus from price discrimination Shivendu 2007, 2008) . Consumers are either privacy-sensitive (S) or privacy-non-sensitive (NS) -our results extend in a qualitatively similar way if there are more than two groups. The privacy cost of a consumer in S is r ∈ R + , and in N S is normalized to zero. The proportion of consumers that belong to S is λ ∈ [0, 1]. The valuation and privacy cost are independent, and profile information does not reveal a consumer's privacy cost. Furthermore, the privacy cost is sunk after a consumer makes her participation decision; hence, the seller does not take the privacy cost into account in its pricing decision.
The Seller The seller employs a profiler -specialized Business Intelligence (BI) or Business Analytics (BA) tool -to utilize consumer information. We take the fixed cost to develop a profiler with search support α to be increasing at an increasing rate in α. Without loss of generality as any convex function of α yields qualitatively similar results, we take the functional form of fixed costs to be t α 2 . There is no variable cost to use the profiler.
The profile information of a participating consumer provides the seller a signalv about their valuation. The signal reveals the consumer's true valuation with probability β and no new information with probability [1 − β]. We refer to β as the valuation accuracy of the profiler. If the prior probability distribution function of valuation for a participating consumer is g(v), the conditional probability distribution function of the signal given true valuation is given by:
We derive the exact functional form for g(v) in Section 3.2.
Under voluntary profiling, we consider when the valuation accuracy is sufficiently high so that the seller prefers to use the signal when it sets prices. If the seller finds it profitable to ignore the signal, then it charges a uniform price. In Section 5 we examine how eliminating price discrimination under voluntary profiling affects our results.
Timing of the Game The sequence of the game is depicted in Figure 1 . In stage 1, the seller decides the search support. In stage 2 after observing the search support, each consumer decides whether to participate in profiling. 4 A consumer indifferent between participating and non-participating participates in profiling. In stage 3, after it receives the signal from the profiler, the seller sets prices for participating and non-participating consumers. Finally, in stage 4, consumers that expect a non-negative surplus search and purchase.
Figure 1: Timeline of the game
In summary, in our model, the seller does not know either the valuation or the privacy cost 4 We assume that in stage 2 consumers can observe the search support (i.e., the benefit in terms of reduction in search cost they would get if they participate). We also analyzed a model in which consumers are not able to observe the true search support when they make their participation decisions in stage 2. Consumers have a belief about the search support, modeled as a probability distribution, and they make participation decisions based on this belief. If all consumers have the same belief (i.e., expected search support), then the model yields qualitatively identical results to what we report. of a consumer, and a consumer does not know the signal the seller has about her valuation.
Thus, we have a sequential game with private information, and consequently, we use the Perfect Bayesian Equilibrium (PBE) as our solution concept. A PBE in our model consists of the following: (i) seller's strategy composed of search support (in stage 1), and the prices for participating and non-participating consumers (in stage 3), and (ii) consumers' strategies composed of participation decision (in stage 2) and search and purchase decision (in stage 4). These constitute a PBE if all strategies are sequentially rational given the beliefs and all beliefs are consistent given the strategies (Fudenberg and Tirole 1991) .
Model Analysis

Benchmark: No profiling
We use the no profiling scenario as the benchmark and denote it using superscript b. Under no profiling there are two stages. In stage 1 the seller sets a uniform price, and in stage 2 consumers search and then purchase. Let p b be the uniform price in the benchmark scenario.
Consumers whose valuation v exceeds p b + c search and purchase their ideal products. The seller maximizes the expected profit given by:
and it yields:
(1)
Voluntary profiling
We use superscript ν to denote the voluntary profiling scenario, and subscripts 1 and 0, respectively, to denote a participating and a non-participating consumer. In stage 3, after knowing whether a consumer has participated in profiling, the seller sets prices. To determine a PBE, we first propose the seller's belief about which consumers participate in profiling. Given this belief, we compute the posterior probability distribution of consumer valuation. We then derive sequentially rational strategies for the seller and consumers, and
show that their strategies and the belief are consistent. We first introduce a key Lemma that helps in deriving the seller's belief about consumers' participation decisions. {Proofs for the Lemma and Theorems are provided in Appendix A}.
Lemma 1. Consider consumers whose valuations are greater than p ν 0 + c for a given p ν 0 in each privacy group. Among these consumers, (i) if a consumer with valuation v participates in profiling, then any consumer whose valuation is less than v in the same privacy group participates in profiling, and (ii) if a consumer with valuation v does not participate in profiling, any consumer whose valuation is greater than v in the same privacy group does not participate in profiling.
Lemma 1 is effectively a separation result segmenting consumers that participate and not. In Lemma 1 because the expected value of the signal increases in consumer valuation, the expected price for a participating consumer also increases in consumer valuation. On the other hand, with a uniform price to non-participating consumers, the relative benefit from participating decreases in consumer valuation. Therefore, Lemma 1 shows that among those consumers whose valuations are higher than p ν 0 + c for a given p ν 0 , if there are both participating and non-participating consumers in each privacy group, non-participating consumers have greater valuations than participating consumers. Of course, for some parameter values, it is possible that we only have either participating or non-participating consumers in each privacy group.
Using Lemma 1, we derive the seller's belief about consumers' participation decisions.
We provide the intuition here and the details of the derivation in Appendix B.
The seller's belief. The seller's belief about consumers' participation decisions consists of either one of the following two participation structures:
(a) High-privacy-cost equilibrium: A subset of privacy-non-sensitive (NS) consumers but no privacy-sensitive (S) consumers participate in profiling.
(b) Low-privacy-cost equilibrium: All privacy-non-sensitive (NS) consumers as well as a subset of privacy-sensitive (S) consumers participate in profiling. Figure 2 illustrates these two participation structures. The privacy-non-sensitive consumer that is indifferent between participating and not is denoted byv N S , and the privacysensitive consumer that is indifferent between participating and not is denoted byv S . While the expected surplus of the consumer with valuationv N S is positive, the expected surplus of the consumer with valuationv S is zero. Consider a privacy-non-sensitive consumer with a valuation less than p ν 0 + c for a given p ν 0 . If they do not participate in profiling, then their expected surplus is zero. If they participate, then their expected surplus is positive (or zero if their valuation is v L ) as there is a positive probability that the signal is less than (or equal to) their true valuation. Therefore, all privacy-non-sensitive consumers with valuations less than p ν 0 + c participate in profiling. Similarly, if privacy cost is sufficiently low, then all privacy-sensitive consumers with valuations less than p ν 0 + c also participate in profiling except those that have valuations below a threshold (v S in Figure 2 (b)). The expected surplus of these consumers with valuations less thanv S is not large enough to offset the privacy cost. Therefore, if privacy cost is sufficiently low (i.e.,v S is sufficiently small), then the seller has an incentive to set a high price (i.e., any price not less than v H − c) for a non-participating consumer which induces all privacy-non-sensitive consumers to participate in profiling, and we have low-privacy-cost equilibrium (Figure 2(b) ).
As privacy cost increases, more privacy-sensitive consumers choose to not participate in profiling (i.e.,v S increases) and the seller's incentive to charge a high price for a nonparticipating consumer decreases. If the privacy cost is sufficiently high (i.e.,v S > p ν 0 * + c), then the seller sets the price for a non-participating consumer p ν 0 * maximizing its expected profit from non-participating consumers and no privacy-sensitive consumer participates ( Figure 2(a) ). Privacy-sensitive consumers with valuations less than p ν 0 * + c do not participate in profiling because the expected surplus does not offset the privacy cost, and those with valuations greater than p ν 0 * + c do not participate in profiling because their expected surplus when they do not participate is higher. Given p ν 0 * , only some privacy-non-sensitive consumers with valuations greater than p ν 0 * + c participate in profiling. As we discussed in the Lemma, if both participating and non-participating consumers exist, then there is a threshold (v N S in Figure2(a)) that places all non-participating consumers to the right of all participating consumers on the valuation dimension. We derivev N S ,v S , and the equilibrium condition for each of these two structures in Section 3.2.2.
From the seller's belief about consumers' participation decisions, the probability distribution function of valuation of a participating consumer g(v) is written as:
(a) In a high-privacy-cost equilibrium
and, the posterior distribution function of valuation of a participating consumer given the signalv is computed as:
where g(v) for a high-privacy-cost equilibrium and a low-privacy-cost equilibrium is given in (2) and (3) respectively.
Stage 3: The optimal price
When setting prices the seller knows whether a particular consumer has participated in profiling and sets the price accordingly. Thus, the seller's profit from a participating consumer depends on the posterior probability of their valuation conditional on the signal. The seller's expected profit for a participating consumer is given by:
where s(v|v) is given in (4). We only consider when the seller prefers to use the signal when it sets the price for a participating consumer. We
and (ii) the valuation accuracy is sufficiently high:
for a low-privacy-cost equilibrium,
then it is optimal for the seller to use the signal when it sets the price for a participating consumer. Maximizing (5), yields the optimal price for a participating consumer:
We now derive the optimal price for a non-participating consumer. In a high-privacy-cost equilibrium, (i) privacy-sensitive consumers whose valuations are greater than p ν 0 + c and (ii) privacy-non-sensitive consumers whose valuations are greater thanv N S search and purchase their ideal products at price p ν 0 . Therefore, the seller maximizes the expected profit from a non-participating consumer given by:
As we showed in the seller's belief about consumers' participation decisions, in a lowprivacy-cost equilibrium for a non-participating consumer the seller charges a price not less than v H − c and no consumer purchases their ideal product at this price. The details of the derivation are available in Appendix B.
Stage 2: The equilibrium participation decisions
In this section, we analyze stage 2 and derive the optimal participation decisions of consumers given the seller's pricing decisions. We denote the expected surplus of a consumer with valuation v in privacy group i ∈ {S, N S} as U (v, i).
In a high-privacy-cost equilibrium, no privacy-sensitive consumer participates in profiling.
Hence, we analyze the participation decisions of privacy-non-sensitive consumers only and show the condition under which no privacy-sensitive consumer participates in profiling later in this Section. Consider a privacy-non-sensitive consumer whose valuation is v. If they do not participate in profiling, their expected surplus is:
Otherwise if they participate in profiling, then their expected surplus is:
Using (10) and (11), by solving U ν
In a low-privacy-cost equilibrium, the seller charges any price not less than v H − c for a non-participating consumer, and hence, we have: U ν 0 (v, i) = 0 for all v and i ∈ {S, N S}. If a privacy-sensitive consumer with valuation v participates in profiling, then their expected surplus is:
If a privacy-non-sensitive consumer with valuation v participates in profiling, her expected surplus is:
Using (13)
As we discussed in the seller's belief about consumers' participation decisions, no privacysensitive consumer participates in profiling ifv S > p ν 0 * + c. From (9) and (15) we can rewrite the condition as:
We now verify that consumers' participation strategies do not deviate from those implied by equilibrium structures (i.e., the seller's belief about consumers' participation decisions).
If condition in (16) is satisfied, U ν 1 (v, S) given in (13) is negative for any v. Thus, we have:
Further, by substituting (12) in (10) and (11), we show:
If condition in (16) is not satisfied, for a privacy-sensitive consumer, by substituting (15) in (13), we show:
and, for a privacy-non-sensitive consumer, by substituting (15) in (14), we show:
Therefore, we confirm that the equilibrium structures characterized by (12), (15), and (16) constitute a PBE. Our next theorem shows the properties of the equilibrium.
Theorem 1. In each equilibrium, the proportion of consumers that choose to participate is decreasing in the (i) privacy cost, (ii) valuation accuracy, and (iii) fraction of privacysensitive consumers.
Theorem 1 is the outcome of the tradeoff faced by consumers when they make participation decisions. A participating consumer benefits in two ways: a reduction in search cost and a possibility of receiving a low signal and a low price. A participating consumer pays in two ways: privacy cost and a possibility of receiving a high signal and a high price. A decrease in privacy cost or the valuation accuracy increases any consumer's benefit from participation relative to the cost, inducing more consumers to participate. On the other hand, an increase in the fraction of privacy-sensitive consumers induces the seller to reduce the price for non-participating consumers that reduces the proportion of consumers (even privacy-non-sensitive) that choose to participate.
Stage 1: The optimal search support
Given the seller's price strategies and consumers' participation strategies, in a high-privacycost equilibrium, the seller maximizes the expected profit given by:
where Ω is the set of valuations of consumers who participate in profiling. It yields:
In a low-privacy-cost equilibrium, the seller maximizes the expected profit given by:
Our next theorem shows the properties of the optimal search support in the high-and low-privacy cost equilibria.
Theorem 2. In each equilibrium, the optimum level of search support is (i) decreasing in the fraction of privacy-sensitive consumers, (ii) decreasing in the privacy cost in a low-privacycost equilibrium but independent of the privacy cost in a high-privacy-cost equilibrium, and (iii) increasing in the valuation accuracy.
The intuition for Theorem 2(i) is as follows. The price for a participating consumer increases in the search support (i.e., the amount of support the seller provides to a participating consumer to reduce her search cost) (see (8)). Therefore, if the proportion of participating consumers increases, then the marginal benefit from improving search support increases, and the seller has more incentive to improve the search support. As a decrease in the fraction of privacy-sensitive consumers increases the proportion of participating consumers (Theorem 1(iii)), we obtain Theorem 2(i). Similarly, for Theorem 2(ii) in a low-privacy-cost equilibrium, as the privacy cost increases, fewer privacy-sensitive consumers participate in profiling, and the seller invests less in the search support. On the other hand, in a high-privacy-cost equilibrium, no privacy-sensitive consumer participates in profiling. Hence, the number of participating consumers, thereby, the search support is independent of privacy cost. For Theorem 2(iii), although an increase in the valuation accuracy decreases the proportion of participating consumers (Theorem 1(ii)), it increases the search support. It is because an increase in the valuation accuracy increases the expected proportion of participating consumers that purchase their ideal products (i.e., the demand) which increases the marginal benefit from improving search support, and the seller has more incentive to improve the preferenc accuracy. 5
3.2.4 The impact of privacy sensitivity and price discrimination on the seller, consumer surplus, and social welfare under voluntary profiling
We show a set of results that provides key insights into how privacy sensitivity (as measured by the fraction of privacy-sensitive consumers and privacy cost) and price discrimination (using valuation accuracy as a proxy) impact the seller, consumer surplus, and social welfare under voluntary profiling. As our analytical model leads to some complex expressions, we provide analytical results for tractable cases and confirm these results using numerical analyses for more general cases.
Theorem 3. (i) If there are no privacy-sensitive consumers, then consumer surplus is decreasing and both seller's profit and social welfare are increasing in the valuation accuracy.
(ii) If all consumers are privacy sensitive, then the seller's profit, consumer surplus, and social welfare are independent of both the valuation accuracy and privacy cost. (iii) If the valuation accuracy is perfect, then consumer surplus is increasing and seller's profit is decreasing in the fraction of privacy-sensitive consumers; and social welfare is non-monotonic in the fraction of privacy-sensitive consumers but is higher when there are no privacy sensitive consumers than when all consumers are privacy sensitive.
In Theorem 3, if there are no privacy-sensitive consumers, then every consumer participates in profiling and an increase in the valuation accuracy allows the seller to extract more of consumer surplus. Further, an increase in the valuation accuracy decreases the possibility that the signal is higher than the true valuation of a consumer, and hence, it increases the number of participating consumers who actually purchase their ideal products. Consequently, although price discrimination hurts consumers, it benefits the seller and society.
If all consumers are privacy-sensitive, then no consumer participates in profiling, and the seller's profit, consumer surplus and social welfare are independent of both valuation accuracy and privacy cost. Theorem 3(iii) offers an important insight: if profiling enables the seller to infer the true valuation of consumers through perfect valuation accuracy, then a decrease in the fraction of privacy-sensitive consumers does not benefit consumer surplus.
If the signal is higher than the true valuation of a consumer, she does not purchase. The increase in the valuation accuracy decreases the possibility that the signal is higher than the true valuation of a consumer.
The decrease in the fraction of privacy-sensitive consumers increases the proportion of participating consumers and the seller's incentive to charge a high price for a non-participating consumer, thus hurting consumers in aggregate and benefitting the seller. Social welfare, on the other hand, is higher when more consumers participate in profiling compared to when no consumer participates in profiling because if valuation accuracy is perfect, then all participating consumers purchase their ideal products but only a subset of non-participating consumers purchases their ideal products.
Extensive numerical analysis show that the essential insights provided by Theorem 3 hold for other cases. A representative set of results is shown in Figure 3 . The following parameter values are used: V H = 100, V L = 70, c = 90, t = 45, λ = 0.3, β ∈ {0.85, 0.9, 0.95}, and r ∈ [0, 2.5]. In Figure 3 , the discontinuity in each of the graphs corresponds to the point at which the equilibrium structure switches from one to the other.
A decrease in privacy cost affects consumer surplus only when some privacy-sensitive consumers find it beneficial to participate in profiling (i.e., low-privacy-cost equilibrium).
Consumer surplus decreases when the participation structure switches from a high-privacycost equilibrium to a low-privacy-cost equilibrium, as privacy cost decreases. However, once it switches to a low-privacy-cost equilibrium, further decrease in privacy cost increases consumer surplus. It is worth noting that consumer surplus when privacy cost is low is not necessarily higher than when it is high. If the valuation accuracy is high (β = 0.95), the consumer surplus in a high-privacy-cost equilibrium is higher than that at any privacy cost (even when the privacy cost is zero) in a low-privacy-cost equilibrium. The increase in valuation accuracy, on the other hand, always reduces consumer surplus.
A decrease in privacy cost always increases both the seller's profit and social welfare. An increase in the valuation accuracy, however, does not necessarily increase the seller's profit and social welfare. The increase in the valuation accuracy decreases the number of nonparticipating consumers who purchase their ideal products, whereas increases the number of participating consumers who purchase their ideal products. Therefore, the increase in the valuation accuracy hurts the seller and the society when the former effect is greater than the latter effect. Figure 3 shows that if privacy cost r is in the range of [0.25, 1.50], the seller's 
Comparison of Voluntary Profiling and No Profiling
Here we show key results regarding how voluntary profiling affects the price paid by consumers, consumer surplus, and social welfare, relative to no profiling. The seller's profit is higher under voluntary profiling than under no profiling because the seller can always choose to not use consumer profile information. The sufficient conditions for the seller's use of profile information are given in (6) and (7).
Price paid by consumers
The price offered to a participating consumer depends on the signal obtained by the seller for her. Further, a participating consumer will not purchase if the signal is higher than her true valuation. Therefore, the expected average price paid by a participating consumer is computed as:
where I(v, v) is an indicator function that is equal to 1 ifv ≤ v and 0 otherwise. In a highprivacy-cost equilibrium, the price for a non-participating consumer is given in (9). In a lowprivacy-cost equilibrium, the seller charges a price not less than v H −c for a non-participating consumer, and no non-participating consumer purchases at this price. Therefore, there is no price at which a non-participating consumer purchases in a low-privacy-cost equilibrium.
Comparing the prices under voluntary profiling (given in (9) and (17)) and the price under no profiling (given in (1)), we have the following theorem.
Theorem 4. Compared to no profiling, under voluntary profiling: (i) the expected price paid by a non-participating consumer is higher, and (ii) if the search cost is sufficiently high, then the expected price paid by a participating consumer is higher.
Because voluntary profiling skews the distribution of valuations of non-participating consumers to the right, on the average, the valuation of non-participating consumers is higher than that of the consumer population. This induces the seller to charge a higher price for non-participating consumers under voluntary profiling than for the population under no profiling. Further, although participating consumers include low valuation consumers (those not served under no profiling), the expected average price paid by a participating consumer under voluntary profiling is higher than the price paid by a consumer under no profiling if the search cost is sufficiently high. This is because under voluntary profiling the seller is able to charge a higher price and extracts the participating consumer's search cost saving from the personalized search process.
By comparing (9) and (17), we find that the expected price paid by a participating consumer can be even higher than the price paid by a non-participating consumer under voluntary profiling if the search cost is sufficiently high (i.e., c >
).
This is surprising because conventional reasoning is that the seller rewards those that voluntarily participate in profiling. Despite the counter-intuitive nature of this result, it provides important theoretical support to the anecdotal observations reported in blog sites about prices paid by consumers that participate in profiling. For instance, it has been reported that some members of Prime membership of Amazon.com pay about 20% more than nonmembers for the same item.
Consumer surplus
Letṽ i , i ∈ {S, N S} denote the valuation of the participating consumer in privacy group i that is indifferent between voluntary profiling and no profiling. We have the following theorem about the surplus of individual consumers.
Theorem 5. Compared to no profiling, under voluntary profiling (i) the surplus of a nonparticipating consumer is not larger, and (ii) the surplus of a participating consumer whose valuation is greater thanṽ i is smaller. participating and not participating, both of which are worse than no profiling, and find that participating is better. 
The aggregate consumer surplus under voluntary profiling for a high-privacy-cost equilibrium is
and for a low-privacy-cost-equilibrium is
Using above expressions for aggregate consumer surplus, we illustrate with a numerical example in Appendix A that the aggregate consumer surplus maybe higher or lower under voluntary profiling than no profiling. Consequently, the benefit offered by voluntary profiling to consumers in Region B may or may not offset the loss it inflicts on consumers in regions A and C in Figure 4 .
In order to provide additional insights into when voluntary profiling increases (or decreases) aggregate consumer surplus, we present sample results from our numerical analysis in Figure 5 (parameter values used: v H = 100, v L = 70, t = 45, λ = 0.3 for both panels and r ≥ 1.5 for panel a and r = 0.2 for panel b). Figure 5 suggests that voluntary profiling will likely lead to a higher consumer surplus compared to no profiling when the search cost savings is high (i.e., which is the case when the search cost c is high) and the valuation accuracy is low. Furthermore, comparing the two panels of the figure, we find that a reduction in 
Social welfare
Our interest in analyzing the impact of voluntary profiling on social welfare stems from the fact that a social planner regulates profiling policy. We define social welfare (SW ) as the seller's expected profit + expected aggregate consumer surplus. Social welfare under no profiling is
Social welfare under voluntary profiling for a high-privacy-cost equilibrium is
Using above expressions for social welfare, we illustrate with a numerical example in Appendix A that social welfare maybe higher or lower under voluntary profiling than no profiling. Profiling benefits society in two ways: it reduces search cost that is a deadweight loss to the society and allows the seller to serve some low valuation consumers that would not be served under no profiling. Profiling may also harm society in two ways. Privacy-sensitive consumers incur privacy cost if they participate in profiling and some privacy-sensitive consumers that would be served under no profiling may not be served under voluntary profiling.
If the latter negative effect dominates the former positive effect, the society is worse off under voluntary profiling compared to no profiling.
We present results from our numerical analysis in Figure 6 (parameter values used: v H = 100, v L = 70, t = 45, λ = 0.3 for both panels, r ≥ 0.67 for panel (a) and r = 0.1 for panel (b)). Figure 6 suggests that voluntary profiling will likely lead to higher social welfare compared to no profiling when the search cost is high. Voluntary profiling leads to a significant reduction in the deadweight loss due to wasteful search when the search cost is high. Although voluntary profiling always benefits the seller, it does not always benefit consumers and society. Even if voluntary profiling benefits society, it is possible that the seller may benefit at the expense of consumers. Therefore, a policy maker has to balance the interests of industry and consumers before choosing between voluntary profiling and no profiling. One approach that a policy maker may follow is to adopt voluntary profiling only when it is Pareto optimal: neither the seller nor the consumers are worse off under voluntary profiling.
In addition, as consumer advocates oppose voluntary profiling on price discrimination and privacy grounds, a mitigation of these concerns may also help a policy maker gain the support of consumer advocates for voluntary profiling. However, our theoretical results showed that reducing or eliminating privacy concerns may in fact harm consumers (Theorem 3(iii)), so reducing or eliminating privacy concerns alone would not necessarily lead to a Pareto improvement. Furthermore, price discrimination may favor the seller at the expense of consumers (Theorem 3(i)). Therefore, in this section, we analyze whether removing the price discrimination under voluntary profiling may result in a Pareto improvement or even Pareto optimality.
Suppose the policy maker could preclude the seller using price discrimination. This could happen through legal means, through social ones such as online forums creating negative publicity for the seller if it practices price discrimination so that the seller does not engage in price discrimination (e.g., consumer forums on the Internet caused Amazon.com to stop its price discrimination experiment for DVDs), or through self-regulation where the seller credibly commits not to price discriminate. Thus, the seller would charge a uniform price for all consumers under voluntary profiling -what we term price discrimination-free voluntary profiling. In this scenario, we have the following theorem.
Theorem 6. Compared to no profiling, under price discrimination-free voluntary profiling (i) the surplus of every individual privacy-non-sensitive consumer is higher, (ii) aggregate consumer surplus is higher, and (iii) social welfare is higher.
Since the seller's profit under voluntary profiling is always higher compared to no profiling, we have Theorem 6(iii) from (ii). Nonetheless, even though the benefits of price discrimination-free voluntary profiling to privacy-non-sensitive consumers outweigh the effects on privacy-sensitive consumers, this latter group may still be worse off. As we show in the following corollary, this depends on the magnitude of the privacy cost.
Corollary 1. Compared to no profiling, the surplus of every privacy-sensitive consumer is higher under price discrimination-free voluntary profiling if and only if the privacy cost is sufficiently low.
The aggregate consumer surplus, and thereby, social welfare is higher under voluntary profiling if price discrimination is eliminated. Further, if the privacy cost is sufficiently low, voluntary profiling policy is Pareto optimal under price discrimination-free voluntary profiling. This suggests that price discrimination rather than privacy cost may hinder consumers from reaping the potential benefits from voluntary profiling. Therefore, while the intuition that voluntary profiling makes every one better off compared to no profiling is valid if price discrimination and privacy cost are completely eliminated, our analysis provides theoretical support to consumer advocates' concern that consumers are harmed by voluntary profiling when price discrimination and privacy harm exist.
Presence of an Outside Option
We assumed a monopoly online seller in the preceding analysis. Consumer profiling often allows a monopoly seller to practice price discrimination, which as we showed may harm consumers and reduce social welfare. In Section 5, we showed that a policy maker can achieve Pareto improvement or maybe Pareto optimality by restricting price discrimination along with privacy concerns under voluntary profiling. It is also likely that competition among sellers will restrict price discrimination.
In this section, we study voluntary profiling when consumers have an outside option (i.e., a substitute product) available at a fixed price p o . This outside option price, p o , can be interpreted as a proxy for the intensity of price competition in the market; a smaller value for p o suggests more intense price competition. In this case a consumer will purchase from the seller only if the price is lower than p o , and as such p o bounds the upper limit of the seller's prices. We take p o to be exogenously given and known to the seller as well as all consumers. We restrict our analysis to the high privacy-cost equilibrium and when the search support is exogenously specified. In this scenario, we have the following theorem. Figure 7 (a) shows that as p o decreases, consumers benefit more from voluntary profiling. When p o is sufficiently high, aggregate consumer surplus under voluntary profiling can be either higher or lower than no profiling. However, when p o is lower than a certain threshold, aggregate consumer surplus under voluntary profiling is always higher compared to no profiling. Similar results hold for social welfare (Figure 7(b) ). Our results provide an important insight for a policy maker. If the market is competitive in prices, then the social planner may not need to intervene in the market and restrict price discrimination and address privacy concerns. Even when consumers' privacy concerns are severe, price competition among sellers will preclude the seller from customizing prices for high-valuation consumers, and voluntary profiling will likely benefit all consumers and society. However, if the market is differentiated or segmented in some way (e.g., regionally separated (Dana and Spier 1994) or quality differentiated (Judd 1985; Nault 1997) ) such that price competition is mitigated, then voluntary profiling can still harm consumers and reduce social welfare. If this is the case, the social planner may need to restrict the use of price discrimination to ensure that voluntary profiling benefits consumers as well as society.
Conclusion
In a model with privacy-sensitive and privacy-non-sensitive consumers, and a seller that may practice price discrimination, we studied the impact of the voluntary profiling policy on consumer surplus, seller's profit, and social welfare. We showed that every consumer that chooses to not participate in profiling and, more importantly, some consumers that choose to participate in profiling are worse off under voluntary profiling than under no profiling.
Furthermore, neither the social welfare nor the aggregate consumer surplus is necessarily higher under voluntary profiling relative to no profiling. If price discrimination is restricted, then voluntary profiling leads to a Pareto-optimal outcome, but eliminating privacy cost alone does not guarantee a Pareto-optimal outcome. The primary reason for these results is that voluntary profiling allows the seller to exploit the heterogeneity in consumers' inherent incentives to participate in profiling and force participating consumers to impose a negative externality on non-participating consumers, but privacy cost moderates the impact of price discrimination on consumers. Without profiling, the seller is unable to exploit the consumer heterogeneity.
There are both managerial and policy implications of our results. Taking into account that sellers will choose to use profile information and to price discriminate when it is profit maximizing, sellers have control over their level of search support, and this in turn depends on consumers' privacy cost and the fraction of privacy-sensitive consumers. To the degree that sellers can reassure consumers about the security of the information they provide online, and consequently reduce the fraction of privacy-sensitive consumers and the privacy costs faced by those consumers, sellers can be more profitable. In this sense, sellers' focus should be on consumers' privacy concerns.
In contrast, a social planner should be more concerned about price discrimination under voluntary profiling than about privacy. The ability to price discriminate based on profile information is what social planners and regulators are typically concerned about, but as we show it is not primarily because profile information is used to charge higher prices to participating consumers. Rather it is because of the self-selection of consumers participating in voluntary profiling -lower valuation consumers participate, and with this knowledge the seller can charge a higher price to those higher valuation consumers that do not participate.
Thus, the social planner may attempt to restrict price discrimination, which is hard to do in practice with special offers being easily directed to participating consumers, or encourage competition as a way to mitigate price discrimination.
Limitations
We used a stylized model to perform our analysis, and in order to test the robustness of our results, we analyzed several extensions. First we considered an extension in which a participating consumer can misrepresent her identity at a cost and purchase at the non-participant price. We found that our qualitative results hold if the cost of misrepresentation is not too low. Next, we examined a model in which there are homogenous competing sellers. In this setup, a consumer can search for her ideal product using the recommendation features of a seller that has her profile information, but can switch to a competitor at a cost, such as the effort required to enter required information such as address, credit card details, and shipping preferences, and purchase the product as a non-participant from the competitor. Again, our qualitative results hold if the switching costs are not too low.
As with any analytical model based on a series of assumptions, our model has some limitations. We assumed that consumers incur a common fixed search cost to find their ideal product. In addition, we assumed that all privacy-sensitive consumers have the same fixed privacy cost. In reality, however, each consumer may have a different search cost and a different privacy cost. An extension of our research may be analyzing consumers' Consider a consumer whose valuation, v, is greater than p ν 0 + c for a given p ν 0 in privacy group i ∈ {S, N S}. Her expected surplus if she participates in profiling is given by:
and, if she does not participate in profiling is given by:
where, r S = r, r N S = 0, and
Let there is v 1 such that U ν 1 (v 1 , i) < U ν 0 (v 1 , i). Then, from (18) and (19), we have:
Further, from (20), for any v 2 > v 1 , we have:
because: (21) and (22), therefore, we show:
Analogously, we show:
A.2. Proof of Theorem 1
Usingv N S given (12) andv S given (15), we show:
A.3. Proof of Theorem 2
Using α * in a high privacy-cost equilibrium given in Section 3.2.3, we show:
Using α * in a low privacy-cost equilibrium given in Section 3.2.3, we show:
≤ 0, and
A.4. Proof of Theorem 3 (i) If λ = 0, all consumers participate in profiling. Hence, we have:
Using (23) -(25), we show:
(ii) If λ = 1, no consumer participates in profiling, and hence, no profiling and voluntary profiling are identical.
(iii) If β = 1, those non-privacy sensitive consumers whose valuations are less than or equal to p ν 0 + c for a given p ν 0 participate in profiling, and the expected surplus of participating consumers is zero. Hence, we have:
there is aṽ S ≤ṽ N S such that U ν 1 (ṽ S , S) = U b (ṽ S , S). 2
A.7. Illustration of aggregate consumer surplus under voluntary profiling versus no profiling
In a high-privacy-cost equilibrium (i.e., r ≥ 3.5), for v H = 100, v L = 60, c = 80, t = 20, and λ = 0.5, we have: (i) The seller can always choose to ignore the profile information, and hence, π ν ≥ π b .
(ii) -(iii) The seller charges an uniform price, p ν * , for all consumers under voluntary profiling.
Hence, from:
privacy-non-sensitive consumers always participate in profiling, and from
privacy-sensitive consumers participate in profiling if r < αc. Therefore, the seller's expected profit is given by:
and, maximizing it yields:
if r < αc and, we have:
Therefore, we show:
Aggregate consumer surplus is given by:
Therefore, we show: Given that a consumer can purchase a product elsewhere at p o , the seller's price under no profiling (given as (1) in the monopoly model) is now written as:
and, the seller's price for a participating and a non-participating consumer (given as (8) and (9) in the monopoly model) under voluntary profiling is written as:
We identify three cases depending on p o as the following:
The seller's and consumers' decisions are not affected by p o . Hence, all results are identical to those for a monopoly seller.
Consider a privacy non-sensitive consumer whose valuation is v. If she does not participate in profiling, her expected surplus is:
and if she participates in profiling, her expected surplus is:
By solving U ν 1 (v =v N S , N S) = U ν 0 (v =v N S , N S), we have:
]c]λ, and we have:
The price for a non-participating consumer is not affected by p o . Further, given thatv N S ≤ v H exist, we have: all non-participating consumers as well as some participating consumers are worse off, and aggregate consumer surplus and social welfare under voluntary profiling can be higher or lower compared to no profiling. Proofs are analogous to those for a monopoly seller.
Case 3:
Since p ν 1 ≤ p ν 0 regardless of the signal, we have: U ν 1 (v, N S) ≥ U ν 0 (v, N S) for all v. Therefore, all privacy-non-sensitive consumers participate in profiling (i.e.,v N S = v H ). Further, since we have: p b = p ν 0 ≥ p ν 1 (v) for allv, no non-participating consumer is worse off and all participating consumers are better off under voluntary profiling compared to no profiling.
From Case 1 -3, we show: if p o is sufficiently low (Case 3), then under voluntary profiling, no non-participating consumer is worse off, all participating consumers are better off, and social welfare is higher compared to no profiling. However, if p 0 is not sufficiently low (Case 1 and 2), then all our results that we reported in Section 3 and 4 hold. 2
